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Abstract

Secure fault-tolerant clock synchronization can be received using Byzantine agreement. Clas-

sically this can reach a fault-tolerance of less than a third faulty processors or complicated

signatures, in which case all fault rates. The Byzantine Agreement problem have success-

fully been solved for three players using quantum information and thereby decreasing the

complexity of the protocol. This paper develops the three players quantum solution of the

Byzantine Agreement problem for use on clock synchronization with positive results. Fur-

ther, quantum enhanced protocols for more than three players both for Byzantine Agreement

and clock synchronization are discussed.



1 Introduction

Our modern society depends on the precise measurement of time. Before the existence of rail-

roads, time differed between villages and cities, which stands in contrast to the information

demanding present age, where the need for time synchronization is vital. To achieve synchro-

nization, agreement is needed, even when some parts of a system do not cooperate with the

remaining parts. For the high degree of security often needed, the system distributions need

to tolerate fault, i.e. failure in some of its parts; or parts that deliberately manipulates the

system by sending different information to part A than to part B (in clock synchronization

called a ”two-faced clock”). All parts, i.e. the processes, of a system need to have the same

information in order execute the same actions, or the same timecount to execute the actions

simultaneously.

The problem of fault-tolerant clock synchronization is a special case, specifically a more

general distribution problem in information and computer science, namely The Byzantine

Agreement (BA). BA is derived from the Byzantine Generals problem which is set in the

middle ages where generals commanding different battalions of the Byzantine Army were to

attack the enemy, but needed to do so in unity. Among them there were potential traitors,

who tried to sabotage the battle plans of the Byzantine generals by preventing them from

reaching agreement. This metaphor can be applied in different modern communication prob-

lems where failure would have devastating consequences, e.g. military launch orders or sen-

sitive databases that need to be shared by many processors. Let n be the number of generals

(processors) and m the number of traitors (faulty processors) [1]. Several solutions to this

problem together with a more detailed description is presented by Lamport, Shostak and

Pease in tolerating n > 3m.

The more general BA problem can with specified conditions be applied in fault-tolerant

clock synchronization, all in classical physics [2]. This paper will introduce a clock synchro-
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nization protocol based on quantum information and quantum distribution channels. Such

quantum protocols have previusly been developed for general BA which tolerates a larger de-

gree of faulty processors [3, 4]. The larger degree of fault-tolerance in quantum enhanced BA

is probably also present in quantum enhanced fault-tolerant clock synchronization protocols.

2 Byzantine Agreement

As stated earlier BA is an agreement among parts of a system in the presence of fault. A

part of the system (processor) can either be a computer or a human being and fault is any

kind of failure, both a system breakdown and a source of deliberate misinformation. The

sender S aims to distribute its message to the receivers R. To reach BA the information

distribution needs to satisfy the following conditions [5]:

• All non-faulty processors agrees on the same value

• If S is non-faulty all non-faulty processors agree on the message of S, (mS)

The first condition demands that any processor that is non-faulty can single out a majority

of the values that is equal to the majority value single out by all other non-faulty processors.

The assumption that all processors are connected with secure pair-ways communication

channels is made. Also, note that the sender can be faulty, which leads to all processors

agreeing upon a predetermined action to perform in that case.

Already in the 1980s the BA was solved classically in several different ways [1, 5, 6]. Two

of these solutions can be found in appendix A and B respectively. Oral Messages (OM) can

tolerate n > 3m where n is the number of processors and m the number of faulty processors

and Signed Messages (SM) that can tolerate n ≤ m ≤ 0. The solution for SM requires every

processor to be able to sign every message in an unforgeable way, a condition which is costly

to meet.
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3 Byzantine Clock Synchronization

The protocol for clock synchronization is very similar to that of BA. See appendix C for

the algorithm paraphrased from Lamport [2, 7]. In order to use the BA for clock synchro-

nization modifications need to be made. Firstly, an error rate must be introduced. Clock

synchronization requires short and fast protocols, since the longer between synchronizations,

the more the clocksl drift apart. In BA only one value is distributed and every processor

agrees upon that value, whereas clock synchronization needs to distribute the value of all

procesors, thereby increasing the numbers of messages sent. Furthermore, since the clock

synchronization is based on measuring both the processors own time but also the time sent

to the processor, there is an error in each reading of the clocks which has to be taken into

account. Due to the need of a short time period between synchronization classically the OM

based algorithm has been despite its the fault tolerance being lower than that of SM [2].

4 Quantum Information

Quantum information uses polarized light photons and utilizes the quantum mechanical

effects of superposition and entanglement. Superposition allows quantum states to represent

information. A classical bit {0,1} becomes a qubit, by representing a bit as either |0〉 or |1〉

where both are base vectors.

|0〉 =

(
1
0

)
and |1〉 =

(
0
1

)
(1)

This is the standard basis for qubits. By having the property of being both |0〉 and |1〉 at

the same time quantum states can be any vector |ψ〉 = α|0〉+ β|1〉 α, β ∈ C |α|2 + |β|2 = 1

which then codes for a qubit. Any |ψ〉 can be described as a superposition of any two

orthogonal basis. The act of measuring the state requires orthogonal basis and will force the
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state to appear as one of the two bases with the the probability |α|2 for |0〉 and |β|2 for |1〉.

That is why measurement changes quantum mecanical values of quantum states. The act of

applying a unitary operator U (mathematically a matrix) on |ψ〉 changes the state, similar

to the measurement of the state in a different basis.

Entanglement is two or more different particles that are described as a single quantum

state. They cannot be represented as separate quantum states since they have a correlation

between their quantum mechanical properties, such as spin or polarization. Two qubits that

are entangled are represented as the state |φ〉12 = 1√
2
(|0, 0〉+ |1, 1〉). Since |φ〉12 has a certain

spin or polarization value in total vt , the measurement of one of the particles to a value va

will collapse the other particle to another value vb, such that va + vb = vt, keeping the value

for the state constant. This property of entangled particles leads to the correlation between

thes value of entangled particles after measurement; such that when va is mesured to 0, vb

becomes 1, and vice versa.

Qubits can encode information for two processors and since Byzantine Agreement de-

mands a minimum of three players it uses either qutrits [3, 8] or four entangled qubits [9],

where the first two qubits corresponds to the information of a qutrit. A qutrit is an qubit

expanded into a third dimension and can be represented as |Ψ〉 = α|0〉 + β|1〉 + γ|2〉 where

α, β, γ ∈ C and |α|2 + |β|2 + |γ|2 = 1.

5 Quantum Byzantine Agreement

Let A, B and C be processors. A intends to broadcast a message to B and C with the risk

of either one of them being faulty. The definition of faulty in this case is that either (i) or

(ii) is satisfies:
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i A processor who has failed by not send or relay any messages.

ii A processor who deliberately tries to stop the remaining processors from reaching agree-

ment, by sending contradictory messages to different processors.

In the presence of fault, only the non-faulty processors need to reach agreement. In order to

reach agreement they need to have pair-ways secure classical channels and quantum channels.

The agreement protocol consists of two parts; distribution of correlated lists and agreement

over the message.

5.1 Correlated Lists

The advantage of quantum enhanced BA (QBA) over classical BA is the distribution of

correlated lists. By using quantum mechanical effects of either entanglement or unitary

opperators, lists of numbers can be distributed between all processors so that:

i processors (P) have their own private list lP ;only known to them

ii the lists of all players are correlated, so that when the lists are revealed, manipulation can

be detected.

The lists can be distributed in different ways, either with entanglement or by a single qutrit.

5.1.1 Entanglement Distrubution

The entangled protocol either distributes four qubits as described by (2) [9].

|S(2)
4 〉 =

1

2
√

3
(2|0, 0, 1, 1〉 − |0, 1, 0, 1〉 − |0, 1, 1, 0〉 − |1, 0, 0, 1〉 − |1, 0, 1, 0〉+ 2|1, 1, 0, 0〉) (2)

Two qubits to A corresponds to the information of a qutrit, and on qubit to B and C or

three entangled qutrits as described in (3) [3].
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|A〉 =
1√
6

(|0, 1, 2〉|0, 2, 1〉+ |1, 2, 0〉|1, 0, 2〉+ |2, 0, 1〉|2, 1, 0〉) (3)

They also share a common source of these qubits and qutrits which distribute quantum

data to all players. By measuring the quantum states, encoded as qubits and qutrits they

create correlated numbers such that for: |A〉; vA 6= vB 6= vC and vA, vB, vC ∈ {0, 1, 2} and for

|S(2)
4 〉; vA+vB +vC = 2. The lists are created by measurement of a large volume of entangled

quantum data where each measurement becomes one position on the list. The security and

accuracy of the lists are tested by revealing some of the positions on the list and checking if

they follow the validation criteria; if not, the protocol is aborted.

5.1.2 Single Qutrit Distrubution

The single qutrit distrubution is paraphrased from [8] and based on A sending a qutrit to B

who forwards it to C. The qutrit is in the state

|Φ〉 =
1√
3

(|0〉+ |1〉+ |2〉) (4)

and C can detect if the qutrit is in that state in the final stage of the distribution. A, B and

C all operate one of two basis (UI and UII) on |Φ〉, where

UI =

 1 0 0
0 1 0
0 0 1

 , UII =
1√
3

 1 0 0
0 ei2π/3 0
0 0 ei2π/3

 (5)

UI does nothing, i.e. is an identity matrix, whereas UII operates on |Φ〉 such that U3
II|Φ〉 = |Φ〉.

Also the processors encode in the value s of their lists v, position by position. A encodes

v ∈ {0, 1, 2} whereas B and C encode v ∈ {0, 1}. The encoding process is represented by the

operator U(v). Both UII and U(v) acts as rotation matrixes.
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U(v) =
1√
3

 1 0 0
0 ei2πv/3 0
0 0 e−i2πv/3

 (6)

Since U(vA)U(vB)U(vC)|Φ〉 = |Φ〉 if vA + vB + vC ≡ 0 mod 3 the combinations 2, 1, 0; 2, 0, 1;

1, 1, 1; 0, 0, 0 satisfy the conditions. The encoding of these combinations together with all

three players using the same basis will result in |Φ〉 being unchanged when C measures it

and therefore a valid position in the list. Note that the numbers encoded and the basis are

randomly chosen and the measurment of the state detect those who are correlated, which

are then used for the lists.

5.2 Solution

A, B and C now have correlated lists (lA, lB, lC). A now sends the message mAB(0, 1)to B

with a new list consisting of all the positions in lA where mAB appears (lAB), as seen in Figure

1. B then checks if lAB is consistent with lB and if lAB is of the appropriate length. Note that

B and C are symmetric and that all that applies to B, applies to C. If these conditions are

satisfied B relays mAB and lAB under the names mBC and lBC . If not, B sends ⊥ to indicate

contradictory message and list. A has also sent C the message mAC + lAC which C checks

for consistence. C now has the message from both A and B and lists which will betray any

tampering and records the message as that is consistent with its list. Only if mBC =⊥ and

mBC =⊥ B records the default message decided with C. C then repeats the last step for B.

6 Quantum Clock Synchronization

To synchronize clocks based on QBA a few modifications need to be made, similar to those

made in [2, 7] from [1]. Due to its similarities with that of normal QBA, the full protocol

will be found in appendix D. However the main diffences will be presented here. Instead of
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Figure 1: Quantum Byzantine Agreement

sending a message, clock synchronization requires ticking a clock to be sent. This is achieved

by sending the time and the receiver knowing the time it takes the message to reach them as

explained in section 3. With a quantum list the message cannot be changed, requiring B to

add the message ∆AB′ which is the sum of ∆AB and the time it takes B to process and send

mBC . Further, any player can delay their message without recording it, thereby delaying

the time it indicates as the original time. Therefore all players set the value of the clock

for the sender to the smallest of those who are consistent with the lists. Finally, not only

A is required to broadcast their value, the process is repeated for all players with the value

received when A broadcasted, recorded as the time for A. All non-faulty players then have

identical recorded times for all other processor and can use any statistical mean function to

reach synchronization.

7 Concluding Remarks

Although the fault-tolerance of a quantum enhanced protocol for synchronizing clocks is

equal to the classical of signed clocks it has some advantages over the SM protocol. Firstly,

the numbers of messages needed is only n(n−1)(n−2) instead of nm+1 [2]. For n = 10,m = 5
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the classical protocol requires 106 messages while the quantum enhanced protocol requirers

720 messages. Secondly, not every clock has to sign every message, thereby speeding up

the synchronization resulting in a reduced error rate. The quantum lists act as a signature.

Compared to the Oral Message protocol the quantum enhanced protocol reaches an increased

fault-tolerance. This can only be used if the number of clocks who need to be synchronized

is increased.

The agreement algorithm of the three processors solution is easily extended to n processors

but not the list distribution algorithm, based on entanglement. Instead the use of a single

qutrit could increase the numbers clocks synchronized.

U ′(v1)U
′(v2)U

′(v3) . . . U
′(vn)|Φ〉 = |Φ〉 if v1 + v2 + v3 . . . vn ≡ 0 mod n (7)

U ′(v)n|Φ〉 = |Φ〉 (8)

The changing of the basis operator U ′II and encoding operator U ′(v) so that 7 and 8 are

satisfied gives possible distribution for n processors.

U ′II =
1√
3

 1 0 0
0 ei2π/n 0
0 0 ei2π/n

 (9)

U ′(v) =
1√
3

 1 0 0
0 ei2πv/n 0
0 0 e−i2πv/n

 (10)

These new operatorsand the probability distrubution between the encoded numbers from

the sender need to be investigated in future studies. The single qutrit does not exist experi-

mentally as of today but might in a near future. Together with quantum based comunication

systems the quantum enhanced Byzantine Agreement based clock synchronization protocols

will have advantages over classical equivalents due to higher fault-tolerance and efficentcy.
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1. Let p be one processor and D all the processors that should reach agreement so that

p ∈ D and D consists of n processors

2. p sends their message (mp) too all q where q ∈ D

3. q records mp

4. q then re-sends the message mp as mpq to all n− p− q

5. Repeat steps 3− 4 for all n− p− q

6. Then any processorr ∈ D(r) has n − 1 values for mp and uses a majority voting

function on them receiving its value for mp an executes that message if a majority

exist, otherwise acts as predetermined.

A General Algorithm SM(m) for BA

1. Let p be one processor and D all the prossesors that should reach agreement so that

p ∈ D and that D consists of n processors and m the number of falty processors

2. p signs and sends their message (mp) to all q where q ∈ D

3. q records mp in V and adds its signature to it

4. q then re-sends the message mp as mpq to all n− p− q

5. Repeat steps 2− 3 for all n− p− q

6. When any processor r receives a message they add it to V and replies it if there are

less than m signatures it relays it to all those processors that have not signed it

7. When r recieves no more messages they take the chosen (e.g. median) function of V

and sets that to its value for mp.
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B Algorithm for Classical Clock Synchronization

1. Let p be one clock and D all the clocks that should be synchronized so that p ∈ D and

the D consists of n clocks

2. p sends their clock value (vp) to q where q ∈ D

3. q measures their own value, subtracts vp and the time it takes vp to reach q and names

this value ∆pq

4. q then re-sends the value vq + ∆pq to all n− p− q

5. Repeat step 3− 4 for n− p− q

6. Then any clock r ∈ D has n − 1 values for ∆pr and uses a median function on them

receiving its value for ∆pr

7. repeat step 1− 6 for all r ∈ D, r 6= p

8. let all r ∈ D set their clock to the median of all the values (v1 . . . v(n− 1)).

C Quantum Enhanced Clock Synchronization, based

on BA

Let A, B and C be the players and A the sender. They have correlated lists(lA, lB, lC). A now

sends its clock CA to B with a new list consisting of all the positions in lA where CA appears

(lAB). B then checks if CA and lAB are consistent with lB and if lAB is of the appropriate

length. Note that B and C are symmetric and all that applies to B, applies to C. If these

conditions are satisfied B forwards CA and lAB under the names mBC and lBC to C together

with the estimated time difference between the sending time of A and departure time of B. If
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the clocks and lists are not correlated, B send ⊥ to indicate contradictory message and list.

A has also sent C the clock CA + lAC which C checks for consistence. C now has the clock

CA from both A and B and lists which will betray any tampering and record the message

as that is consistent with its list. Only if both B and C receive ⊥ B records the difference

to A as 0. C then repeats the last step for B. Then B and C takes turn being the sender

until they all have the same values for every clock, when they perform any statistical mean

function for the synchronized time.
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